UBND TINH LAM PONG CONG HOA XA HOQI CHU NGHIA VIET NAM

SO THONG TIN Déc 1ap - Tw do - Hanh phuc
VA TRUYEN THONG
S6:436  /STTTT-TTTHDL&CDS Ldm Pong, ngay24thang 04 nam 2023

VIV 16 hong bao mat trong céc san pham
Microsoft cong bo thang 04/2023 va canh

bao don vi c6 IP nam trong mang Botnet
thang 04/2023

Kinh gui:
- Van phong Tinh uy;
- Van phong UBND tinh;
- Van phong Poan DPBQH va HDND tinh;
- Cac So, Ban, Nganh;
- Cong an tinh;
- B6 Chi huy quéan su tinh;
- Thanh ay, huyén ay, UBND céc huyén, thanh phd.

Ngay 11/04/2023, Microsoft da phat hanh danh sach ban va thang 04 vai 97
16 hong bao mat trong cac san pham cta minh. Ban phat hanh thang nay dic biét
dang chu ¥ cac 16 hong bao mat c6 muc anh hudng cao va nghiém trong sau:

- L3 hong bao mat 'CVE-2023-28252 trong Windows Common Log File
System Driver cho phép doi tuong tan cong thyc hién tan cong nang cao déc quyen.
L0 hong nay dang bi khai thac trong thuc teé.

- LS hong bao mat CVE-2023-21554 trong Microsoft Message Queuing cho
phép doi tugng tan cong thuc thi ma tir xa.

- 03 16 hong bao mat CVE-2023-23384, CVE-2023-23375, CVE-2023-28304
trong Microsoft SQL Server cho phép doi tugng tan cong thyc thi ma tir xa.

- L3 hong bao mat CVE-2013-3900 xac thuc chit ky WinVerifyTrust cho phép
d6i twong tin cong c6 thé thém noi dung vao phén chir ky ma xac thyc trong tép thuc
thi da ky ma khong lam mat hiéu luc chit ky. Gan day, 16 hong nay da duoc st dung
trong cac cudc tan cong chudi cung tng vao phan mém ctia hing 3CX. Microsoft da
dua ra ban va vé viée klem tra tinh xac thue cua chir ky dudi dang tuy chon bat hoac
tat, néu khong dugc cau hinh s& mic dinh 12 tit. Trong ban cap nhat ndy Microsoft
da bé sung thém cac phién ban hé diéu hanh bi anh hudng. Dé nang cao bao méat an
toan thdng tin cho cac thiét bi st dung hé diéu hanh Windows nguoi ding co thé
xem x¢&t viéc bat tuy chon kiém tra nay.

- 02 16 hong bao mat CVE-2023-28287, CVE-2023-28295 trong Microsoft
Publisher cho phép doi tuong tan cong thuc thi ma tur xa.

- 02 16 hong bao mat CVE-2023-28309, CVE-2023-28314 trong Microsoft
Dynamics 365 cho phép doi tugng tan cong thuc hién tan cong XSS (Thong tin chi
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tiét cac 16 héng bdo mdt co tai phu luc kem theo).

- Nhiam dam bao an toan théng tin cho hé thong thong tin ctia cic co quan
nha nudc trén dia ban tinh, S& Thong tin va Truyén thong tinh Lam DPdng dé nghi
cac co quan, don vi tiép tuc kiém tra, ra soat, xac dinh cac may tinh str dung hé
diéu hanh Windows c6 kha ning bi anh hudng. (Tham khdo théng tin tai phu luc
kem theo).

- Tang cuong giam sat va san sang phuong an xir Iy khi phat hién c6 du hiéu
bi khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh bao cia
cac co quan chirc ning va cac to chic 16n vé an toan thong tin dé phat hién kip
thoi cac nguy co tan cong mang.

- Kiém tra, ra soat, thao g0 ma doc ton tai trong mang ndi bd cac don vi cbd
IP Public nim trong mang Botnet do Trung tdm Giam sat an toan khong gian
mang qudc gia (National Cyber Security Center - NCSC) cung cép (¢ danh séach
dinh kem).

Trong trudng hop can hd tre, xin vui long lién hé:

- Ong Nguyén Xuéan Tung - Ph6 phong CNTT - Pién thoai: 0263.3541542,
D1 dong: 0975886197.

- Ong Phan Minh Hoang - Trung tam tich hop dit liéu va Chuyén d6i s -
Dién thoai: 0984497451./.

Noi nhgn: KT. GIAM bOC
- Nhu trén; A A o
- Gb S¢ (blc);

- Phong VHTT céc huyén, thanh phd;

- Poi (g caru sy ¢ mang, may tinh tinh Lam Dong;
- Luu: VT, TT THDL&CDS.

Lé Thanh Liém



(Kém theo Céng van So: )
cua So Thong tin va Truyén théng)
1. Thong tin cac 10 hong bao mat
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Phu luc 1

Théng tin vé c&c 16 hdng bao mat trong san pham Microsoft
ISTTTT-TTTHDL&CBS ngay /04 /2023

STT

CVE

Mo ta

Link tham khao

CVE-2023-28252

- Piém: CVSS: 7.8 (cao)

- M6 ta: 16 hong trong
Windows Common Log
File System Driver cho
phép dbi tuong tin cong
thuc hién tin coéng nang
cao dic quyén. LS héng
nay dang bi khai thac trong
thuc té.

- Anh hudng: Windows
Server, Windows 10,11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-28252

CVE-2023-21554

- Dbiém: CVSS: 9.8

(nghiém trong)
- M6 ta: 16 hong trong
Microsoft Message

Queuing cho phép dbi
tugng tan cong thyc thi ma
tur xa.

- Anh hudng: Windows
Server, Windows 10/11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-21554

CVE-2023-23384
CVE-2023-23375
CVE-2023-28304

- Piém: CVSS: 7.8/7.3
(cao)

- Mo ta: 16 hong trong
Microsoft SQL Server cho
phép d6i tuong tin cong
thue thi ma tir xa.

- Anh huéng: Microsoft
SQL Server, Microsoft
ODBC Driver 18.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-23384
https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-23375
https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-28304

CVE-2013-3900

- Piém: CVSS: 7.4 (cao)

- M6 ta: 16 hong xéac thuc
chitr ky WinVerifyTrust
cho phép dbi tuwong tan
cong c6 thé thém ndi dung
vao phan chit ky mi xac

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2013-3900
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thuc trong tép thuc thi da
ky ma khong lam mét hiéu
luc chir ky.

- Anh huong: Windows
Server, Windows 10/11,

CVE-2023-28287

- biém: CVSS: 8.8 (cao)

- Mo ta: 16 hong trong
Microsoft Publisher cho
phép d6i twong tan cong

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-28287

CVE-2023-28314

cho phép dbi tuong tin cong
thuc hién tin cong XSS.

- Anh hudng: Microsoft
Dynamics 365.

S CVE-2023-28295 | thyuc thi ma tir xa. https://msrc.microsoft.co
- Anh hudng: Microsoft | m/update-
Office, Microsoft | guide/vulnerability/CVE-
Publisher. 2023-28295
- Piém: CVSS: 7.6/6.1 | https://msrc.microsoft.co
(cao) m/update-
- Mo ta: 16 hong trong | guide/vulnerability/CVE-
5 CVE-2023-28309 | Microsoft Dynamics 365 | 2023-28309

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-28314

2. Hwéng din khic phuc

Bién phap t6t nhat dé khac phuc 1a cap nhat ban va cho cac 16 hong bao mat

noi trén theo huéng dan cua hang. Quy don vi tham khao cac ban cap nhat phu

hop cho cac san phﬁm dang sir dung tai link nguén tham khéo tai muc 1 cta phu

luc.

3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide
https://www.zerodayinitiative.com/blog/2023/4/11/the-april-2023-

security-update-review
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Phu luc 2

THONG TIN VE CAC PON VI CO IP NAM TRONG MANG BOTNET
THANG 04/2023
(Kém theo Cong van Sé: /STTTT-TTTHDL&CPS ngay /04 /2023 cua
S¢ Théng tin va Truyén théng)

THONG TIN VE CAC PON VI CO IP NAM TRONG MANG BOTNET

STT IP Tén don vi C&C server
1 113.161.184.14 UBND Phuong 2 Da lat 63.251.126.11
2 113.161.184.187 | Thanh tra tinh 184.105.192.2
3 113.165.166.72 UBND huyén Buc Trong 63.251.126.11
4 113.165.166.109 | UBND huyén Cat tién 173.231.189.17
5 113.164.94.114 S¢ Tai chinh 216.218.135.118

184.105.192.2

113.165.167.92 Van phong Poan BPBQH va HDND tinh | 184.105.192.2

113.165.166.150 | UBND huyén Lac Duong 208.100.26.245

113.164.94.179 UBND Tp. Bao Loc 184.105.192.2
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